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Personal information regulation is now a fact. As of January 1, 2004, almost every private
sector collection, use and disclosure of personal information is governed by the new provincial
Personal Information Protection Act (the “PIPA”). Do you think the PIPA doesn’t apply to you?
Think again. If your organization collects, uses or discloses personal information, then chances
are that you are governed by the PIPA. And just what is “personal information”? “Personal
information” includes all information about an identifiable individual except ordinary business
contact information.

WHERE DID ALL THIS COME FROM?

Victoria is not the source of personal information regulation within B.C. - Brussels is! In 1995,
the European Union enacted a Directive prohibiting the transfer of personal information to a
non-European Union country unless that country “ensures an adequate level of protection”. To
prevent a disruption in the flow of trade, countries like Canada had to respond. Ottawa
enacted the federal Personal Information Protection and Electronic Documents Act (the
“PIPEDA”) which came into force on January 1, 2001.

Victoria enacted the provincial PIPA which came into force on January 1, 2004. While the
PIPEDA continues to apply to the federally regulated private sector and to the transfer of
personal information across provincial borders and internationally, the PIPA governs all private
sector collection, use and disclosure of personal information within B.C.

RESTRICTIONS ON COLLECTION, USE AND DISCLOSURE OF PERSONAL INFORMATION

An organization may not collect, use or disclose personal information without the consent of
the individual to whom the personal information relates, unless the PIPA otherwise allows. A
consent is valid only if the organization provides the individual with the purposes for collecting
the personal information and, upon request, the business contact information of an
organization employee who is able to answer questions. Even with informed consent, an
organization may not collect, use or disclose personal information for purposes that are
unreasonable in the circumstances.

With some exceptions, an organization may use or disclose personal information only for the
purposes that were provided to the individual (and for which purposes the individual
consented). If the organization wishes to use or disclose personal information for other
purposes, the organization must obtain a “fresh” informed consent from the individual.

Special rules exists with respect to employees and volunteers and their personal information.
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ACCESS TO AND CORRECTION OF PERSONAL INFORMATION

With some exceptions, an individual has the right to access his or her personal information
under an organization’s control, and also has the right to have his or her erroneous personal
information corrected by the organization.

ADDITIONAL REQUIREMENTS

Every organization must designate someone (commonly known as a “privacy officer”) to be
responsible for ensuring that the organization complies with the PIPA, and make available to
the public the position and business contact information of its privacy officer. Every
organization must design and implement a privacy policy to meet its obligations under the
PIPA, and every organization must develop and implement a complaints-handling process to
respond to complaints that may arise from individuals concerning their personal information.
Upon request, an organization must provide information about its privacy policy and its
complaints-handling process.

Every organization must make a reasonable effort to ensure that personal information under its
control is accurate and complete, and must make reasonable security arrangements to prevent
unauthorized access, destruction, and other risks to the personal information under its control.

If an organization uses personal information to make a decision that directly affects an
individual (e.g., a resume of an applicant for employment whom the organization decides not to
interview), the organization must retain the personal information for at least one year. The
organization must, however, otherwise destroy all personal information as soon as retention is
no longer otherwise necessary for legal or business purposes.

Finally, every organization is responsible for all personal information under its control, even
personal information that is not in its own custody (i.e. personal information that is in the
custody of third parties).

It is, therefore, now essential to use proper upstream and downstream contracts - with
appropriate indemnity provisions - to ensure that third parties from which personal
information is collected and to which personal information is disclosed are compliant with the
PIPA, or at least that they provide reimbursement for the consequences and costs of their
contraventions.

RISKS OF NON-COMPLIANCE

Under the PIPA, the provincial Information and Privacy Commissioner has broad powers,
including the power to enter an organization’s premises, require the production of documents,
and make binding orders. Offences under the PIPA include unlawfully using deception or
coercion to collect personal information, disposing of personal information to evade a request
for access, and firing or disadvantaging an employee “whistle blower” for reporting or doing
anything to prevent a contravention of the PIPA. Upon conviction of an offence under the
PIPA, an individual faces a fine of up to $10,000 and any other organization faces a fine of up to
$100,000.
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The PIPA also creates a private right of action. Under certain circumstances, customers,
suppliers, employees and others may sue an organization for damages for actual harm suffered
as a result of an organization’s contravention of the PIPA. Then there may be the most practical
consequence of all: a public order made by the Information and Privacy Commissioner or a
public lawsuit, especially one that is reported in the media!

If you have any questions about how the PIPA, the PIPEDA, or their interaction with foreign
legislation that may apply to your business, and how to avoid the nasty consequences discussed
above (and others!), please to not hesitate to contact our office.

To learn more about Corey Dreveny, bis areas of practice and view other
articles written by lawyers at our firm, visit us online at www.bakernewby.com
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